Privacy Notice for pupils at Sir Thomas Rich’s School
(How we use pupil information)

Introduction

You have a legal right to be informed about how our school uses any personal information that we
hold about you. To comply with this, we provide a ‘privacy notice’ to you where we are processing
your personal data.

This notice explains how we collect, store and use personal data about pupils at our school, like

you.

We, Sir Thomas Rich’s School, are the ‘data controller’ for the purposes of data protection law.
We have also appointed Gloucestershire County Council as our Data Protection Officer and they
can be contacted on 01452 583619 or schoolsdpo@gloucestershire.gov.uk.

The categories of pupil information that we collect, hold and share include:

Your personal information (such as name, unique pupil number, contact details and
address)

Your attendance information (such as sessions attended, number of absences and absence
reasons)

Your assessment information

Details of any behaviour issues, exclusions or any relevant alternative provision put in place

We may also collect, use, store and share (when appropriate) information about you that falls
into "special categories" of more sensitive personal data. This includes, but is not restricted to:

Your relevant medical information such as any medical conditions you have. This also
includes medical administration such as doctors’ information, child health, dental health,
allergies, medication and dietary requirements.

Your characteristics (such as ethnicity, language, nationality, country of birth and free
school meal eligibility and any special educational needs including the needs and ranking)
Your destinations information once you have left the school

Photographs and CCTV images

Activity on devices connected to the School network or owned by the School for
monitoring and filtering purposes

Safeguarding information (such as court orders and professional involvement)

Why we collect and use this information
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To support your teaching and learning

To monitor and report on your progress

To provide appropriate pastoral care and look after your wellbeing
To assess how well you are doing

To assess the quality of our services

To comply with the law regarding data sharing

Provide security and assist with the detection of crime

Promote the achievements of the school

Provide additional services to you such as cashless catering
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j. To keep children safe (food allergies, or emergency contact details)
We do not currently put your personal information through any automated decision-making or
profiling process. This means we don’t make decisions about you using only computers without
any human involvement.
If this changes in the future, we will update this notice in order to explain the processing to you,
including your right to object to it.

The lawful basis on which we use this information

Under Data Protection legislation Sir Thomas Rich’s is a Data Controller and holds the legal right to
collect and use your personal data, and we may also receive information about you from your
previous school, LA and/or the DfE.

For most of the personal data we collect and use, we do so in order to meet legal requirements
the School is subject to in performing a task in the public interest. This applies to items ato e in
the list above. The legal basis for this is set out in the UK GDPR and UK law, including those in
relation to the following: Article 6 and Article 9 of the UK GDPR; Education Act 1996; Keeping
Children Safe in Education (2016); Regulation 5 of The Education (Information About Individual
Pupils) (England) Regulations 2013; The School Admissions Code.

For the purposes of f and g in the list above, in accordance with the legal obligation basis —we
need to process data to meet our responsibilities under law as set out here: The Education
(Information about Individual Pupils) (England) Regulations 2013, which requires schools to
provide data to certain national databases on education.

For the purposes of h and i in the list above, in accordance with the consent basis — we will obtain
consent from you (or your parents where appropriate) to use your personal data.

Our basis for using special category data

For ‘special category’ data (more sensitive personal information), we only collect and use it when

we have both a lawful basis, as set out above, and one of the following conditions for processing

as set out in data protection law:

e We have obtained your explicit consent to use your information in a certain way

e We need to use your information under employment, social security or social protection law

e We need to protect an individual’s vital interests (i.e. protect your life or someone else’s life),
in situations where you’re physically or legally incapable of giving consent

e The information has already been made obviously public by you

e We need to use it to make or defend against legal claims

e We need to use it for reasons of substantial public interest as defined in legislation

e We need to use it for health, public health or social care purposes, and it’s used by, or under
the direction of, a professional obliged to confidentiality under law

e We need to use it for archiving purposes, scientific or historical research purposes, or for
statistical purposes, and the use is in the public interest

For criminal offence data, we will only collect and use it when we have both a lawful basis, as set

out above, and a condition for processing as set out in data protection law. Conditions include:

e We have obtained your consent to use it in a specific way

e We need to protect an individual’s vital interests (i.e. protect your life or someone else’s life),
in situations where you’re physically or legally incapable of giving consent
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e The data concerned has already been made obviously public by you

e We need to use it as part of legal proceedings, to obtain legal advice, or to make or defend
against legal claims

e We need to use it for reasons of substantial public interest as defined in legislation

Collecting pupil information

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will
inform you whether you are required to provide certain pupil information to us or if you have a
choice in this.

Storing pupil data

Pupil data is held securely by the school. For an overview of data retention please consult our
Retention Schedule.

We have security measures in place to prevent your personal information from being accidentally
lost, used or accessed in an unauthorised way, altered or disclosed.

We will dispose of your personal data securely when we no longer need it.

Digital Paper
Where the school stores the i - .
On-Site Server Cluster Locked filing cabinets
data
On-Site Backup Cabinets in locked offices

Enterprise Cloud Solution Providers

e.g. Microsoft 365

Cloud back up provider e.g. Wasabi

Staff with appropriate authority/ access Staff with appropriate
Who has access to the data o .
permissions authority/access

What media is used in storing
data, if it is digital, is this Flash media and hard disk drives
encrypted

Removable disks are encrypted

Who we share pupil information with

We routinely share pupil information with:
e schools that the pupil’s attend after leaving us
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our local authority
the Department for Education (DfE)

We may also share information with:

Other members of staff, educators and career advisors on a need to know basis
Statutory health providers who will be delivering mental health service delivery to pupils
within the school.

Your Parents/Guardians

Examination Boards

Health Authority

Ofsted

Other authorities if it is necessary in the public interest e.g. prevention of crime.
Approved providers of data services used by the school

Why we share pupil information

We do not share information about our pupils with anyone without consent unless the law and
our policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with the (DfE) under regulation 5 of The
Education (Information About Individual Pupils) (England) Regulations 2013.
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Data collection requirements

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/data-
collection-and-censuses-for-schools

Youth support services
Pupils aged 13+

Once our pupils reach the age of 13, we also pass pupil information to our local authority and / or
provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:

e youth support services
e careers advisers

A parent or guardian can request that only their child’s name, address and date of birth is passed
to their local authority or provider of youth support services by informing us. This right is
transferred to the child / pupil once he/she reaches the age 16.

Pupils aged 16+

We will also share certain information about pupils aged 16+ with our local authority and / or
provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:

e post-16 education and training providers
e youth support services
e careers advisers

For more information about services for young people, please visit our local authority website.
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The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about
pupils in schools in England. It provides invaluable evidence on educational performance to inform
independent research, as well as studies commissioned by the Department. It is held in electronic
format for statistical purposes. This information is securely collected from a range of sources
including schools, local authorities and awarding bodies.

We are required by law, to provide information about our pupils to the DfE as part of statutory
data collections such as the school census and early years’ census. Some of this information is then
stored in the NPD. The law that allows this is the Education (Information About Individual Pupils)
(England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-
pupil-database-user-guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:

e conducting research or analysis

e producing statistics

e providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data.
Decisions on whether DfE releases data to third parties are subject to a strict approval process and
based on a detailed assessment of:

e whois requesting the data

e the purpose for which it is required

e the level and sensitivity of data requested: and

e the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided pupil information, (and
for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe
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Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about you
that we hold.

If you make a subject access request, and if we do hold information about you, we will (unless

there’s a really good reason why we shouldn’t):

e Give you a description of it

e Tell you why we are holding and using it, and how long we will keep it for

e Explain where we got it from, if not from you

e Tell you who it has been, or will be, shared with

e Let you know whether any automated decision-making is being applied to the data (decisions
made by a computer or machine, rather than by a person), and any consequences of this

e Give you a copy of the information in an understandable form

To make a request for your personal information contact the school on info@strs.org.uk or the
Data protection officer (details at the end of this notice).

You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we request that
you raise your concern with us in the first instance by contacting our Data Protection Lead (see
below). Alternatively, you can contact the Information Commissioner’s Office at
https://ico.org.uk/make-a-complaint/; call 0303 123 1113; or write to: Information
Commissioner’s Office, Wycliffe House, Water Lane,Wilmslow, Cheshire, SK9 5AF

Contacts - our data protection officer is:

Gloucestershire County Council School’s Data Protection Team
Information Management Service

Shire Hall

Westgate Street

Gloucester

Schoolsdpo@gloucestershire.gov.uk

01452 583619

However, our Data Protection Lead has day-to-day responsibility for data protection issues in our
school. If you have any questions, concerns or would like more information about anything
mentioned in this privacy notice, please contact: Mr David Dempsey (Deputy Headteacher) —
dd@strs.org.uk; 01452 338406
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